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DDH problem

Given (g, q,g%,g¥,w) for a generator g of a cyclic group G of order ¢
and x, y «—¢ Zg, decide whether w = g or w <« G.
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Given (g, q,g%,g¥,w) for a generator g of a cyclic group G of order ¢
and x, y «—¢ Zg, decide whether w = g or w <« G.

Usually, the DDH problem is considered to be hard in the sub-group
G = QR of Zj for a large safe prime p = 2q + 1.
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Decisional Diffie-Hellman

DDH problem

Given (g, q,g%,g¥,w) for a generator g of a cyclic group G of order ¢
and x, y «—¢ Zg, decide whether w = g or w <« G.

Usually, the DDH problem is considered to be hard in the sub-group
G = QR of Zj for a large safe prime p = 2q + 1.

Accordingly, most cryptographic applications based on DDH work in
this group.
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Why OR,?

The simple Legendre attack does not work in this group.
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Why OR,?

The simple Legendre attack does not work in this group.

Idea: use QR

Advantage: computations can be made modulo p.

A new DDH-based PRF|Horst Gortz Institute for IT-Security|MMC Workshop|09/08/2017 3/20



A weak PRF in QR _hgi @

forst Gortz Institut
f0r T-Sicherheit B

Let g and p = 2g + 1 be prime and super-polynomially large in a
complexity parameter x. Then

./r = {FX . QRP2 — Qsz | Fx(a) — ax mod p2}
is a family of weak PRFs under the DDH assumption in QR .

Proof by random self-reducibility.
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[Shi et al. '11]
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[Shi et al. '11]
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Definition [Shi et al. '11]

Let k be a security parameter, D a set and n = poly(k), A = poly(k).
A Private Stream Aggregation (PSA) scheme ¥ = (Setup, Enc, Dec)
is defined by three ppt algorithms:

Setup: (pp, T, 50,51, ---,5n) < Setup(1®) with public parameters
pp, T = {t1,...,ty} and secret keys s; for all i =1,...,n.

Enc: Fortje T andalli=1,...,n

Cij < Encsi(tj,x,-J) for Xij € D.

Dec: Compute Y ; x/ : = Decg(tj, c1j,...,cnj) for tj€ T and
ciphers ¢ j, ..., Cpj- For all tje T and x1j,...,x,j € D the
following holds:

Dec, (tj, Encs, (tj, x15), - - - , Encs, (£}, Xn j)) 2 5 e
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Informal Definition [Shi et al. '11]

A PSA scheme is secure if for all ppt adversaries with control over a
coalition of compromised users, the generated ciphers are
indistinguishable under a CPA.
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PSA scheme constructions

Example based on DDH [Shi et al. '11]

Let p = 2g + 1 be a safe prime and g a generator of OR,. Let
H: T — QR, be a random oracle. For all i =1,...,n choose

si ¢ Zq and sp = — > ;'s; mod q.

Enc: compute ¢;j = H(tj)% - g% mod p with x;; € Zp,

Dec: compute V; = H(t;)® - [[/_, ¢ij = g=i=1% mod p and take
the discrete logarithm.
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PSA scheme constructions

Shi et al. 2011: secure PSA scheme for sum-queries based on
DDH-assumption.
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PSA scheme constructions

Shi et al. 2011: secure PSA scheme for sum-queries based on
DDH-assumption.

Problem: decryption is not efficient in general, security only in
random oracle model.
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PSA scheme constructions

Shi et al. 2011: secure PSA scheme for sum-queries based on
DDH-assumption.

Problem: decryption is not efficient in general, security only in
random oracle model.

Our solution: generalized scheme based on variete assumptions;
give an instantiation based on our PRF with efficient decryption.
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Informal Theorem

In the non-adaptive query model, a secure PSA scheme can be built
upon any key-homomorphic weak PRF F.
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Suitable assumptions

1. Random Oracle Model: DDH, DCR, HR, k-LIN
2. Standard model: DLWE, DDH
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Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.
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Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.
Set Fs,(tj) = ;' mod p® for tj < QR, j =1,2,....
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Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.
Set Fs,(tj) = ;' mod p® for tj < QR, j =1,2,....

Enc: compute ¢;j = Fs,(t;) - (1 + p - x;j) mod p? with x;j € Zp.

A new DDH-based PRF|Horst Gortz Institute for IT-Security|MMC Workshop|09/08/2017 15/20



RUHR-UNIVERSITAT BOCHUM

o L hgi M
PSA scheme constructions: instantiations g

Horst Gortz Institut B

f0r T-Sicherheit B

Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.

Set Fs,(tj) = ;' mod p® for tj < QR, j =1,2,....

Enc: compute ¢;j = Fs,(t;) - (1 + p - x;j) mod p? with x;j € Zp.
Dec: compute Ve {1 —p-mn,...,1+4 p- mn} with

n
Faolt)) - | [ ci
i=1

Vi
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Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.

Set Fs,(tj) = ;' mod p® for tj < QR, j =1,2,....

Enc: compute ¢;j = Fs,(tj) - (1 + p- x;j) mod p? with x;j € Zp.
Dec: compute Ve {1 —p-mn,...,1+4 p- mn} with

n

Fo() - [ [y =Fa(t) - [ [Fa(t) - (L +p i)
i=1

i=1

Vi
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Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.

Set Fs,(tj) = ;' mod p® for tj < QR, j =1,2,....

Enc: compute ¢;j = Fs,(tj) - (1 + p- x;j) mod p? with x;j € Zp.
Dec: compute Ve {1 —p-mn,...,1+4 p- mn} with

n n
Vi=Fo(t)-[ ey =Fa(t) - [ [Falt)- (L +p-xy)
i=1 i=1
n n
El+p-ZX,7J+p2, 2 Xf,in,7j+-~-+pn'HXi,j
i=1 i,i"€[n],i' #i i=1
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Example based on DDH

Let g> m-nand p=2q+ 1 be prime. For all i =1,...,n choose
i «¢ Zpg and so = — Y "_; s; mod pg.

Set Fs,(tj) = ;' mod p® for tj < QR, j =1,2,....
Enc: compute ¢;j = Fs,(tj) - (1 + p- x;j) mod p? with x;j € Zp.
Dec: compute Ve {1 —p-mn,...,1+4 p- mn} with

n n
Vi =Fo(t) - [ [ e =Falt) -] [Fs(t) - @ +p-x))
i=1 i=1
n n
El+p'ZX,',j+p2' Z X;L,-x,-/7j+...+p"-1_[x,-7j
i=1 i ieln] it £i i=1
n n

1
=1+ p'ZX"’f mod p? and compute ZX,'J =—(V;-1)
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Conclusion

Compared to Shi et al. 2011, our solution always has an efficient
decryption and is secure in the standard model.
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